Making Optimal Possible.
With RHEL 8 PCI DSS Hardening

What is PCI DSS?

Payment Card Industry Data Security Standard (PCI DSS) applies to all
entities that store, process, and/or transmit cardholder data. It covers
technical and operational system components connected to
cardholder data.

How did we harden the image?

PCI DSS requires 110+ specific frameworks, tools, and measurements to
secure cardholder information. Our software engineers modified the
default configuration of the base minimal RHEL 8.6 image to meet PCI
DSS regulations satisfying an OpenSCAP scan.

Why use a RHEL PCI DSS image?

The purpose of PCI DSS is to protect card holders from hackers and
thieves. Organizations that accept, store, transmit, or process
cardholder data must comply with PCI DSS and this image is
pre-configured to meet PCI DSS requirements to reduce your risk of
stolen identities and regulatory fines.

RHEL 8 PCI DSS gives you:

e Securing protocol for networks,
servers, and computers

e Meets 110+ security requirements

e Intrusion Avoidance

e Intrusion Detection

e Response and Recovery

e Flexible consumption options

e Streamlined procurement

e Ability to leverage your enterprise
discount program, EDP, commitment

e One consolidated AWS bill

Specializing in Top partner for

Security, Automation Red Hat, AWS

Vertical industry expertise

Finance, Logistics, DoD

Expertise to get it done

Our engineers leveraged our Department of Defense (DoD)
experience in Cybersecurity to harden the RHEL image. RHEL
support is provided by Red Hat.

Extending even more value to you

Your initial purchase comes with four (4) hours of implementation and
configuration support provided by Shadow-Soft engineers with 80+
certifications including Red Hat and AWS. You can trust a partner that
Makes Optimal Possible.®

Our top software partners

e Red Hat

e GitLab

e Terraform
e \Vault

e Dynatrace

e iCinga



